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1. Capture de trames ARP et ICMP

On capture les trames garce a 1’outil Wireshark et on ping le serveur ROI ( Capture

d?une re ets de données
de :

de :
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m m

)]

s
s
s
s

)]

Duree approx
Minimum bt ems, Moyenne

Capture 1

(La deuxieme capture est le ping du serveur de mon ordinateurpersonnel car j’ai du

refaire une partie du TP)

C:\Windows®,

Envol d?une re de données

iéponse de 1.2 : temps=5 ms

= de . ¥ : temps=18 m

temps=7 ms T

Paque H & 4, reg I T=1 o [VE
urée approximative de en millisecone
Minimum ms, Maximum 18ms, Moyenne = 7

C:\Windows®,
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On filtre les trames en inscrivant dans Wireshark ( Capture 3) .

A wiFi
Fichier Editer Yue Aller Capture Analyser Statistiques Telephonie Wireless Outils  Aide A ec PC
s == — — AV
d 3@ HRE Re=2E7 I35 EAQAQEE
— ey
l |arp oricmp I
|=————————
MNo. Time Source Destination Protocol Lengt! Info
11 2.948841 192.168.1.92 192.168.1.254 CHP 74 Echo (ping) request id=0x@0@l, seq=24/6144, ttl=128 (reply in 12)
12 2.868718 192.168.1.254 192.168.1.92 ICHMP 74 Echo (ping) reply  id=8x80@1, seq=24/6144, ttl=64 (request in 11)
14 3.064107 192.168.1.92 192.168.1.254 ICHP 74 Echo (ping) request id=BxB@AL, seq=25/6480, ttl=128 (reply in 15)
15 3.874697 192.168.1.254 192.168.1.92 P 74 Echo (ping) reply — id=0x@@el, seq=25/6488, ttl=64 (request in 14)
18 4.976350 192.168.1.92 192.168.1.254 ICHP 74 Echo (ping) request id=8x@0@l, seq=26/6656, ttl=128 (reply in 19)
19 4.884141 192.168.1.254 192.168.1.92 ICHMP 74 Echo (ping) reply  id=Bx@0@1, seq=26/6656, ttl=64 (request in 18)
52 5.090711 192.168.1.92 192.168.1.254 ICHP 74 Echo (ping) request id=BxB@AL, seq=27/6912, ttl=128 (reply in 53)
53 5.896198 192.168.1.254 192.168.1.92 P 74 Echo (ping) reply — id=0x@@el, seq=27/6912, ttl=64 (request in 52)
79 9.722274 6a:53:00:ec:c4:37 LiteonTechno_f1:87:.. ARP 52 Who has 192.168.1.135? Tell 192.168.1.254
8@ 9.722274 6a:5a:08:ec:c4:37 LiteonTechno_f1:87:.. ARP 52 Who has 192.168.1.77? Tell 192.168.1.254
81 9.722274 6a:5a3:8@:ec:c4:37 LiteonTechno_f1:87:.. ARP 52 Who has 192.168.1.92? Tell 192.168.1.254
82 9.722312 LiteonTechno_f1:87:.. VantivaUSA ec:c4:3c ARP 42 192.168.1.92 is at 24:b2:b9:f1:87:13

Capture 3
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On a pas '[@IFES8Y@RYLN® correspondant a Aviateur car cette partie du TP a été
faite avec mon PC.

Grace au trames ARP ( Request et Reply) ( Capture 4 ) précédent 1’échange de
trames ICMP on peut répondre aux questions suivantes :

(N [eporicme e <)+
No. Time Source Destination Protocol Lengtl Info
11 2.048841 192.168.1.92 192.168.1.254 P 74 Echo (ping) request id=0x@@@l, seq=24/6144, tt1=128 (reply in 12)
12 2.068710 192.168.1.254 192.168.1.92 P 74 Echo (ping) reply  id=0x@0@1, seq=24/6144, ttl=64 (request in 11)
14 3.064107 192.168.1.92 192.168.1.254 P 74 Echo (ping) request id=0x@@@l, seq=25/646@, ttl=128 (reply in 15)
15 3.974697 192.168.1.254 192.168.1.92 P 74 Echo (ping) reply  id=0x@0@1, seq=25/640@, ttl=64 (request in 14)
18 4.076950 192.168.1.92 192.168.1.254 P 74 Echo (ping) request id=0x@@@1, seq=26/6656, ttl=128 (reply in 19)
19 4.084141 192.168.1.254 192.168.1.92 P 74 Echo (ping) reply  id=0x@0@1, seq=26/6656, ttl=64 (request in 18)
52 5.098711 192.168.1.92 192.168.1.254 P 74 Echo (ping) request id=0x@@@l, seq=27/6912, ttl=128 (reply in 53)
53 5.896198 192.168.1.254 192.168.1.92 ICHP 74 Echo (ping) reply  id-exee@1, seq=27/6912, ttl=64 (request in 52)
79 9.722274 6a:5a:@@:ec:c4:37  LiteonTechno_fi:07:( aRe | 52 Who has 192.168.1.135? Tell 192.168.1.254
88 9.722274 6a:53:@8@:ec:c4:37 LiteonTechno_f1:67:.. ARP 52 Who has 192.168.1.772 Tell 192.168.1.254
81 9.722274 6a:53:8@:ec:c4:37 LiteonTechno_f1:67:.. ARP 52 Who has 192.168.1.922 Tell 192.168.1.254
82 9.722312 LiteonTechno_f1:87:.. VantivalSA_ec:ic4:3c ARP 42 192.168.1.92 is at 24:b2:b9:f1:07:13

> Frame 79: 52 bytes on wire (416 bits), 52 bytes captured (416 bits) on interface \Device\NPF_{@E4E2D6F-8D@2-4ABA-8184-DCACBE12FBFS}, i | 8008 24 b2 bo f1 @7 13 6a 5a 8@ ec c4 37 @8 @6 [N
> Ethernet II, Src: 6a:5a:@@:ec:c4:37 (6a:5a:@@:ec:c4:37), Dst: LiteonTechno f1:07:13 (24:b2:b9:1:67:13) [CICRRPE 66 06 04 00 01 d6 5a @@ ec cd4 3c c@ as @l fq
v [Address Resolution Protocol (request) eeze NG NN R RN 00 @0 02 60 60 80
Hardware type: Ethernet (1) @2 80 oo oe
Protocol type: IPv4 (8x@800)
Hardware size: 6

protocol size: 4

Sender MAC address: VantivaUSA_ec:c4:3c (dB:5a:@@:ec:cd:3c)
Sender IP address: 192.168.1.254

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.1.135

Capture 4

---Quelle signification ont les octets de position 0x0C et 0x0D ligne 0000 ?

Ce sont les octets 12 et 13 de la trame Ethernet. Ils correspondent au
, et indique que le protocole encapsulé est RVEN@UENS) .

---Quelle est la fonction de la trame ARP REQUEST ?

Elle permet a une machine de demander I’adresse MAC associée a une adresse IP
cible.

---Quelle signification ont les octets de position 0x04 et 0x05 ligne 0010 ?

Ce sont les octets 4 et 5 du message ARP. Ils corespondent au champ « Operation »
BN AN A A RP Request (0x0001), ARP Reply (0x0002)8

---Quelle est la longueur d’un message ARP contenu dans la trame ?

Un message ARP fait
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--- Quelle est la longueur de la trame ARP Request ?

La longueur de la trame ARP Request est de ( 14 octets Ethernet + 28 octets
(ARP).

--- Quelle est la longueur de la trame ARP Reply ?

La trame ARP Reply fait Elle a la méme structure mais le champ opération

change [(0x0[0[043).

---Combien d’octets sont utilisés pour le padding ?

Le padding est ajouté pour atteindre la taille minimal Ethernet qui est de 64..Si la
trame est de 42 octets alors le padding est de

> Frame 79: 52 bytes on wire (416 bits), 52 bytes captured (416 bits) on interface \Device\NPF_{@E4E2D6F-8D@2-4ABA-8184-DCACSBELI2FBFS}, i | @200 24 b2 b9 1 @7 13 6a 5a 80 ec c4 37 83 06 [

> Ethernet II, Src: 6a:5a:@@:ec:cd:37 (6a:5a:@@:ec:cd:37), Dst: LiteonTechno f1:67:13 (24:b2:b9:1:07:13) G R0s 00 66 @4 60 81 d@ Sa 80 ec_c4 3c c@ ad o1 fi
v |address Resolution Protocol (I‘Ej_uESt) EchloRG0 00 00 80 B8 88 cO a3 01 S/RCCECE i

ardware type: Ethernet (1) 0 60 60 80

H
Protocol type: IPvd (@x8836@)
H e size: 6

Protocol size: 4
Opcode: request (1)
s,
s,
T
T

2
ender MAC address: VantivaUSA ec:c4:3c (d@:5a:@@:ec:cd:dc)
ender IP address: 192.168.1.254

arget MAC address: 00:00:00 00:00:00 (90:00:00:00:00:00)
arget IP address: 192.168.1.135

Trame ARP Request
Adresse MAC destination : 24:b2:b9:f1:07:13
Adresse MAC source : 6a:5a:00:ec:c4:37
Ethernet Type : 0806
Opcode(valeur hexa.) : 0001 (request)
Adresse MAC de la cible : 00 :00:00:00:00:00
Adresse IP de la cible : 192.168.1.135
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En sélectionnant une trame [(@YINHRELIE ( Capture 4 ) on peut répondre au
questions suivantes :

I |arporicmp |ﬁ ']+
MNo. Time Source Destination Protocol Lengtl Info
— 11 2.848841 i192.168.1.92 1192.168.1.254 ICMP |74 Echo (ping) request |id=8x8801, seq=24/6144, ttl1=128 (r.
— 12 2.068718 192.168.1.254 192.168.1.92 ICMP 74 Echo (ping) reply  id-0x8801, seq=24/6144, ttl=64 (re..
14 3.864187 192.168.1.92 192.168.1.254 ICMP 74 Echo (ping) request id=8x@@e1, seq=25/648@, ttl=128 (r..
15 3.874607 192.168.1.254 192.168.1.92 ICMP 74 Echo (ping) reply  id=8x8801, seq=25/6400, ttl=64 (re..
18 4.876958 192.168.1.92 192.168.1.254 ICMP 74 Echo (ping) request id=8x@@01, seq=26/6656, ttl=128 (r..
19 4.084141 192.168.1.254 192.168.1.92 ICMP 74 Echo (ping) reply  id=8xBB01, seq=26/6656, ttl=64 (re..
52 5.898711 192.168.1.92 192.168.1.254 ICMP 74 Echo (ping) request id=8x@e@el, seq=27/6912, ttl=128 (r..
53 5.896198 192.168.1.254 192.168.1.92 ICHMP 74 Echo (ping) reply  id-ex@@@l, seq=27/6912, ttl=64 (re..
79 9.722274 6a:5a:@8@:ec:cd:37 LiteonTechno_f1:87:.. ARP 52 Who has 192.168.1.135? Tell 192.168.1.254
8@ 9.722274 6a:5a:@@:ec:cd:37 LiteonTechno_f1:87:.. ARP 52 Who has 192.168.1.77? Tell 192.168.1.254
81 9.722274 6a:5a:@8@:ec:cd:37 LiteonTechno_f1:87:.. ARP 52 Who has 192.168.1.92? Tell 192.168.1.254
82 9.722312 LiteonTechno_f1:87:.. VantivalSA_ec:c4:3c ARP 42 192.168.1.92 is at 24:b2:b9:f1:07:13
> Frame 11: 74 bytes on wire (592 bits), 74 bytes captured (5 d@ S5a @8 ec c4 3c 24 b2 b9 f1 87 13 @3 @@ 45 ee <% i
> Ethernet II, Src: LiteonTechno f1:87:13 (24:b2:b9:f1:67:13) @@ 3c 36 14 86 66 36 B1 86 82 c@ a8 Bl 5c <@ ad <8 !
>[Internet Protocol Version 4,] Src: 192.168.1.92, Dst: 192.16 o1 fe[B5 86]4d 43 @@ 01 82 18 61 62 63 64 65 66 sMC abeds
S e T 67 68 69 6a 6b 6c 6d 6e 6T 7@ 71 72 73 74 75 76  ghijklmn opqrstL
77 61 62 63 64 65 66 67 63 69 wabcdefg hi

Capture 4 ( ICMP Request )

---Quelles signification ont les octets de position 0x0C et 0x0D ligne 0000 ?

Ce sont les octets 12 et 13 de 1’en-téte Ethernet. Il contient le champ Ethertype
QR[N ce qui signifie que le protocole encapsulé est .

---Quelle signification a I’octet de position 0x07 ligne 0010 ?

Cet octet fait partie du champ Opcode . Sa valeur estf#[ie}l ce qui signifie que le
protocole encapsulé est ICMP.

---Quelle est la longueur de la trame ?
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La trame fait gZ£¥fai4k au total.

> Frame 11: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on || 2888 d@ Sa @8 ec c4 3c 24 b2 b9 f1 87 13 25 @0 EN:E
> Ethernet II, Src: LiteonTechno £1:87:13 (24:b2:b9:¥1:07:13), Dst: Vanti | 9010 [ielae Rl i o s L e ) @
v [Internet Protocel Version 4, Src: 192.168.1.92, Dst: 192.168.1.254 po2e [ANNC 08 00 4d 43 @8 81 88 18 61 62 63 64 65 66
9109 .... - Version: 4 67 68 69 6a 6b 6c 6d e BT 78 71 72 73 74 75 76
. 8181 = Header Length: 28 bytes (5) 77 61 62 63 64 65 66 67 65 69
> Differentiated Services Field: @x@@ (DSCP: (58, ECN: Not-ECT)
Total Length: 6@
Identification: 8x3@14 (12308)
> @ees. .... = Flags: ex@
...2 G200 BEAA G088 = Fragment Offset: @
Time to Liwve: 128
Protocol: ICMP (1)
Header Checksum: @x8682 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.92
Destination Address: 192.168.1.254
[Stream index: 4]
> Internet Control Message Protocol

---Quelle est la longueur du paquet IP ?

La taille totale du paquet IP est de

---Quelle est la longueur du message ICMP ?

L’en-téte IP fait donc 70-20=50 octts pour le message ICMP.
Le message ICMP fait .

> Frame 11: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on || 22888 d@ Sa @8 ec c4 3c 24 b2 b0 f1 87 13 @8 @0 LN

> Ethernet II, Src: LiteonTechno f1:87:13 (24:b2:b9:f1:07:13), Dst: Vantd | 2010 (el oo S - ol L) ST L

> [Internet Protocol Version 4, Src: 192.168.1.92, Dst: 192.168.1.254 @020 [ZENIC 98 @@ 4d 43 @9 01 @@ 18 61 62 63 64 65 66

v Internet Control Message Protocol 67 68 69 6a Bb 6c Bd 6e 6T 7@ 71 72 73 74 75 76
- 77 6l 62 83 B4 B5 B6 B7 B3 69

Type: 8 (Echo (ping) request)

Code: @

Checksum: #x4d43 [correct]

[Checksum Status: Good]

Identifier (BE): 1 (@x8@81)

Identifier (LE): 256 (8x0810@)

Sequence Number (BE): 24 (@x0018)

Sequence Number (LE): 6144 (8x180@)

[Response frame: 12]

> Data (32 bytes)

---Quelle signification a I’octet de position 0x02 ligne 00020 ?

C’est le 3ieme octet du message ICMP .

I1 correspond au champ « code ». Le 0x00 signifie echo request ou echo reply. Le
type nous affire que c’est une echo request.

---A quoi correspondent les octets a partir de I’octet 0x0A, ligne 00020?
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IIs correspondent aux données ICMP.

On sélectionne une trame [(@\Y 120 loWHINA.

---Quelle est le nom et la valeur de I’octet de position 0x02 ligne 00020 ?

C’est le champ code de valeur 0x00.

2. Capture de trames ARP , DNS et ICMP

On démarre une capture sur Wireshark et on vide le cache ARP sur I’invite de
commande grace a la commande arp -d* (Capture 5).

C:\Windows\Sy

C:\Windows\Sy

Internet

1.4

dynamique

dynamique
atique

statique

: 192.168.

Internet Adresse physigue Type

C:\Windows\

Capture 5

On effectue un ping vers le serveur web www.ac-nice.fr ( Capture 6 ).

C: \Windows\Sy 32: -nice.fr

d’une requéte 'ping’ " W ice.fr.c o avec 32 octets de données :
141.1

nse o
REponse d

Statistiques Pin
Paquets : en

Capture 6
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http://www.ac-nice.fr/
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On filtre la capture faite sur Wireshark en inscrivant FUKo0 @D INERO W (@Y Igdans filter
( Capture 7).

M “Ehemet - o X

Fichier Edter Vue Aller Capture Analyser Statistiques Telephomie Wireless Outis Aide

H—-—Q—QQQEEIEZEQQ@HD

[N oporamsoriemd | B )+
P

No. Time Jurce Destination Protocol Lengtl Info
I 3 0.19565 “"P*®_noTogy 32:37:65  Broadcast P 68 Who has 172.17.1.22) Tell 172.17.254.5
91.197737 | Synology_32:37:b5  Broadcast arp 60 Who has 172.17.1.22? Tell 172.17.254.5

19 12.407385 "
2517.375508 | GigaByteTech_2f:82:.. Broadcas! ARP
27 || Del1 7d:0e:2b A

42 Who has 172.17.254.1 Tell 172.17.2.9
60 172.17.254.1 is at d 0e:2

26 17.3760:
27 17.376060
ssssssssss
30 18.207367

ww.ac-nice. fr.cdn. cloudflare.net A 141.101.90.107 A 141.11.99.106 A 141.101.99.104 A 141.1¢1.90.105 I

31 18.212681 ARP
3218.213828  Stormshield 2a:a aByteTech_2f:82:.. ARP
3318.213842  172.17.2.9 100 in 34)
3418.230372  141.101.90.167 100 33)
37 19.22396  172.17.2.9 1cve in 38)
38 19.200452  141.101.90.107 100 in 37)
40 20.235265  172.17.2.9 1cve re 5/384 in 41)
4120.251456  141.101.90.107 10 seq-15/3840, t£l=53 (req 40)
a4 21.209002  172.17.2.9 10 seq=16/4896, ttl=128 (reply in 45)
45 21.265531  141.1 72.19.9 1cve 74 Echo (ping) rej 6/3096, tt1=53 (request in 44)
49 23.072799  Dell_7d:@e:zb GigayWTech_2f:82:.. ARP 60 Who has 172.17
50 23.072836  GigaByteTech _2f:83:.. Dell 7dWe:2b ARP 42172.17.2.9 is @

3.104043  172.17.2.9 172.17. ons 83 Standard query 0x558a A ct dowsupdate .com
53 23.209328  172.17.254.1 172.17.2) olis 235 Standard query response 6x558a A ctldl com CHAME ctld] com. delivery.microsoft.com CNAME wu-b-net.trafficmanager.net CNAME bg.microsoft.map. fastly.net A 199.33

Capture 7

---Quelle est I’adresse MAC recherchée ?

La machine dont I’adresse MAC est recherché est la machine dont 1’adresse IP est
172.17.5.254.

\ Trame ARP request

@MAC destination : f§.ff:ff:ff.ff:ff
@MAC source : 2f:82:"(je n’ai pas la suite car je n’ai pas developpé 1’en-téte)
Ethernet Type :0x0806

Opcode (valeur hexa.) :0x0001

@MAC de la cible : d4:ae:52:7d:0e:2b

@IP de la cible :172.17.254.1

---Pour quel raison trouve t-on ensuite une requéte DNS avant I’échange de
trames ICMP suite a ’exécution de la commande ping proprement dite ?

Parce que la commande ping www.ac-nice.fr utilise un nom de domaine et pas une
adresse IP.

Avant d’envoyer les trames ICMP, le systeme doit résoudre le nom en adresse IP via
une requéte DNS.

On consulte le cache DNS a I’aide de la commande ipconfig /displaydns dans
I’invite de commande afin de vérifiez la présence de 1’enregistrement DNS ac-nice.fr
et de I’adresse IP associée.


http://www.ac-nice.fr/

Nom i : delivery.mp.microsoft.com

iom . . . . . . .
istrement CMNAME : fe elivery.mp.microsoft.com

Nom d’e rement. : fe3.delivery.mp.microsoft.com

Du

données
ion

istrement CNAME

Wl . & ice.fr.cdn.cloudflare.net

trement. @ wWww.ac ice.fr.cdn.cloudflare.net

Trement

onse

141.181.96.166

On fait une nouvelle capture sur Wireshark et on exécute a nouveau un ping www.ac-
nice.fr dans I’invite de commande.

10
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http://www.ac-nice.fr/
http://www.ac-nice.fr/

donn

232 =2
WL

=2

approxi i C cles en millise
Minimum

— Il n’y a pas de requéte DNS ( Capture 9 ) car I’enregistrement est dans le cache
DNS.

Fichier Editer Vue Aller Capture Analyser Statistiques  Telephonie  Wireless  Outils  Aide

4dm @ mRERe>=E=F 4 5= Qa8
|-*“' er un filt ff < Ctrl- i
- L |
Ma. Time Source Destination Protocol Lengtl Info

1 a.aa0008 192.168.1.92 192.168.1.143 TCP 164 58363 + 8809 [PSH, ACK] Seg=1 Ack=1 Win=254 Lena“|

2 B.829287 192.168.1.143 192.168.1.92 TCP 164 8889 + 58363 [PSH, ACK] Segq=1 Ack=111 Win=639 Le..

3 B.e774e2 192.168.1.92 192.168.1.143 TCP 54 58363 » 8009 [ACK] Seq=111 Ack=111 Win=254 Len=@

4 @.a77786 95.101.110.32 192.168.1.92 TLSv1.2 86 Application Data

5 B8.878381 192.168.1.92 95.161.118.32 TLSv1.2 9@ Application Data

6 8.898997 95.101.110.32 192.168.1.92 TCP 54 443 -+ 58179 [ACK] Seq=33 Ack=37 Win=682 Len=8 -

7 2.1860899 192.168.1.92 141.161.98.186 ICMP 74 Echo (ping) request id=8x8881, seq=32/8192, ttl.

8 2.137863 141.161.96.186 192.168.1.92 ICMP 74 Echo (ping) reply id=0x@08l, seq=32/8192, ttl..

9 2.669173 192.168.1.157 192.168.1.255 uop 77 37975 » 15688 Len=35

18 3.138178 192.168.1.92 141.161.98.186 ICMP 74 Echo (ping) request id=8x8881, seq=33/8443, ttl.

11 3.158287 141.161.96.186 192.168.1.92 IMP 74 Echo (ping) reply id=0x@08l, seq=33/8448, ttl.

12 3.191888 141.161.96. 1684 192.168.1.92 TCP 54 443 + 55762 [ACK] Seq=1 Ack=1 Win=15 Len=8

4 pE en

14 3.527398 192.168.1.92 192.168.1.4 TCP 164 58754 -+ B@@9 [PSH, ACK] Seq=1 Ack=1 Win=251 Len

15 3.532523 192.168.1.4 192.168.1.92 TCP 164 8889 + 58754 [PSH, ACK] Segq=1 Ack=111 Win=383 Le..

16 3.574287 192.168.1.92 192.168.1.4 TCP 54 58754 + 8089 [ACK] Seq=111 Ack=111 Win=251 Len=@

17 A 155491 197 168 1 a3 141 1a1 aa 186 TrMp 74 Echn (ningl reansst  id=GvBAA1  sen=3A/3784  ++]
Frame 1: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits) 14 cl 4e 91 fd 36 24 b2 b9 1 @7 13 @8 @0 45 0@
Ethernet II, Src: LiteonTechno_f1:87:13 (24:b2:b9:f1:87:13), Dst: Googl @@ 96 38 c3 40 @@ 8@ @6 3d 63 c@ a8 @1 5c c@ a8

@1 8f c4 bb 1f 49 fa 8c b9 5 53 38 1a 4b 58 18
@3 fe b9 ac 80 @8 17 83 O3 88 69 38 9 ef 5T e3
2a 6e d4 e5 el b2 48 8c Ge @b 4a 9 22 ec 3d ae
ab 5f c6 4b 69 29 92 d3 d4 a3 3a 36 15 5a 6b ec
fl ab 5@ a6 bb e8 44 bl ea 49 4e 88 Sc B2 ad 92
23 ¢5 87 71 94 82 4b a5 7a 38 8a el cf ¢3 @ b5
79 5a 3d e9 20 93 4d d7 90 81 46 ee 35 T8 42 b5
ef a@ 78 91 c8 @82 ce be 2e 5b a2 89 bl 85 59 91
cl 26 ab a6

Internet Protocol Version 4, Src: 192.168.1.92, Dst: 192.168.1.143
Transmission Contrel Protocol, Src Port: 58363, Dst Port: 8089, Seq: 1,
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‘ |dns |d ']+

No. Time Source Destination Protocol Lengtl Info

Pas de

requéte
DNS

On vide le cache DNS a I’aide de la commande ipconfig /flushdns (capture 10), et on
lance une nouvelle capture pour une requéte DNS ( Capture 11 ).

C:\Windows\System32:ipconfig /flushdns

ontfiguration IP de Windows

DNS wvidé.
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| |rppli‘\uer un filtre d'affichage ... <Ctrl-/> 'l +
No. Time Source Destination Protocal Lengtl Info
1 0.5060860 192.168.1.92 192.168.1.143 TCR 164 58363 + 88089 [PSH, ACK] Seq=1 Ack=1 Win=253 Len=118 |
2 8.842596 192.168.1.143 192.168.1.92 TCP 164 88@9 + 58363 [PSH, ACK] Seq=1 Ack=111 Win=639 Len=11@
3 8.89241@ 192.168.1.92 192.168.1.143 TCP 54 58363 + 80089 [ACK] Seq=111 Ack=111 Win=252 Len=8
4 ©.544514 192.168.1.92 141.101.98.1087 QUIC 1292 Initial, DCID=1e818946f@@edd52, PKN: 9, CC, PADDING
5 1.868716 192.168.1.157 192.168.1.255 UDP 77 41777 - 15688 Len=35
r 6 1.942394 192.168.1.92 192.168.1.254 TCP 66 62885 + 53 [SYN] Seq=0 Win=65535 Len=@ M55=1460 WS=256 SACK_PE..
7 1.945387 192.168.1.92 141.101.96.187 TL5vw1.2 387 Application Data
8 1.977592 192.168.1.254 192.168.1.92 TCP 66 53 = 62885 [SYN, ACK] Seq=8 Ack=1 Win=64248 Len=0 M55=1480 SAC..
9 1.977781 192.168.1.92 192.168.1.254 TCP 54 62885 + 53 [ACK] Seq=1 Ack=1 Win=6528@ Len=8
18 1.978271 192.168.1.92 192.168.1.254 TCP 56 62885 + 53 [PSH, ACK] Seq=1 Ack=1 Win=6528@ Len=2 [TCP PDU rea..
i 11 1.978311 192.168.1.92 192.168.1.254 DNS 86 Standard query @x3458 A www.ac-nice.fr
12 1.982642 192.168.1.254 192.168.1.92 TCP 54 53 = 62805 [ACK] Seq=1 Ack=3 Win=64256 Len=0
13 1.982642 192.168.1.254 192.168.1.92 TCP 54 53 = 62885 [ACK] Seq=1 Ack=35 Win=64256 Len=8
- 14 2.801438 192.168.1.254 192.168.1.92 DNS 199 Standard query response 8x3450 A www.ac-nice.fr CNAME www.ac-n..
15 2.882568 192.168.1.92 192.168.1.254 TCP 54 62885 =+ 53 [FIN, ACK] Seq=35 Ack=146 Win=65288 Len=@
16 2.887712 192.168.1.254 192.168.1.92 TCP 54 53 » 62885 [FIN, ACK] Seq=146 Ack=36 Win=64256 Len=8
= 17 2.887752 192.168.1.92 192.168.1.254 TCP 54 62885 + 53 [ACK] Seq=36 Ack=147 Win=6528@ Len=@
18 2.815776 141.101.98.187 192.168.1.92 TLSv1.2 454 Application Data
19 2.835010 192.168.1.92 141.101.98.1087 TLSv1.2 218 Application Data
28 2.836334 192.168.1.92 141.101.98.187 TLSv1.2 193 Application Data
21 2.837274 192.168.1.92 141.101.98.187 TLSv1.2 175 Application Data
22 2.838892 192.168.1.92 141.101.98.187 TLSv1.2 17@ Application Data
23 2.838886 192.168.1.92 141.101.90.187 TLSvl.2 198 Application Data
24 2.839838 192.168.1.92 141.101.98.187 TLSv1.2 185 Application Data
25 2.848811 192.168.1.92 141.101.98.187 TLSv1.2 177 Application Data
26 2.841628 192.168.1.92 TLSv1.2 181 Application Data
 — |
(Afdns | [BE3 -]+
No. Time Source Destination Protocal_Lengtl Infg
— S——
—|- I 11 1.978311 192.168.1.92 192.168.1.254 DNS. 86 Standard query @x3458 A M.Ec—nica.fl‘l
P I Ie .t o= 2y wac-nice.fr CNAME www.ac-nice.fr.cdn.cl.
289 2.467137 192.168.1.92 192.168.1.254 DNS 9@ Standard query @xb@ba HTTPS edge.microsoft.com
291 2.467246 192.168.1.92 192.168.1.254 DNS 9@ Standard query @xca/c A edge.microsoft.com
296 2.48639@ 192.168.1.254 192.168.1.92 DNS 192 Standard query response @xca’c A edge.microsoft.com CNAME edge-microsoft-co..
297 2.486390 192.168.1.254 192.168.1.92 DNS 286 Standard query response @xb@ba HTTPS edge.microsoft.com CNAME edge-microsof..

Frame 11: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Device\NPF_. d@ S5a 8@ ec c4 3c 24 b2 b3 f1 87 13 @8 @@ 45 8@
Ethernet II, Src: LiteonTechno f1:67:13 (2 () Dst: VantivalSA_ec:c4:3c (de@:5a: 00 43 33 od 40 00 50 06 42 T8 @ ad @1 5c @ ad
et el esion I E R
Transmission Control Protocel, Src Port: 62885, Dst Port: 53, Seq: 3, Ack: 1, Len: 32 @B 8@ B3 77 77 77 @7 61 63 2d Ge 69 63 65 B2 56
[2 Reassembled TCP Segments (34 bytes): #1@(2), #11(32)] 72 8@ 88 Bl 80 01

Domain Name System (query)

A

---Quels sont les différents protocoles encapsulés dans une trame DNS ?

Ethernet encapsule IPv4, qui encapsule TCP, lui-méme encapsulant le message DNS
au niveau applicatif.

---Quelle est la machine destinataire de la requéte DNS ? Quelle est son IP (en-
tete IP)

La machine destinataire est le serveur DNS.

Son adresse IP est : 192.168.1.254
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---Quelle signification ont les octets de position 0x0C et 0x0D ligne 0000 et 0x07
ligne 0010 ?

0x0C et 0x0D ligne 0000 — champ Ethertype dans Ethernet. Sa valeur 0x0800 —
protocole encapsulé = IPv4

0x07 ligne 0010 — champ protocole dans I’en-téte IP. Sa valeur 0x06 — protocole de
transport = TCP

---Quelle signification ont les octets de position 0x04 et 0x05 ligne 0020 ?

Ce sont les octets 4 et 5 de 1’en-téte TCP . Ils correspondent au champ « Source
Port ». Sa valeur : signifie que la requéte est faite par le client (62805)

On développe la section Domain Name System (query) et plus précisément Queries
( Capture 12).

[- |arp or dns or tcp I <] '] +
MNo. Time Source Destination Protocol Lengtl Info
1 0.000000 192.168.1.92 192.168.1.143 TCP 164 58363 =+ 8089 [PSH, ACK] Seg=1 Ack=1 Win=253 Len=118 I
2 B.842596 192.168.1.143 192.168.1.92 TCP 164 3889 + 58363 [PSH, ACK] Seg=1 Ack=111 Win=639 Len=118
3 @.892418 192.168.1.92 192.168.1.143 TCP 54 58363 =+ 536889 [ACK] Seq=111 Ack=111 Win=252 Len=8
- 6 1.942394 192.168.1.92 192.168.1.254 TCP 66 62885 = 53 [SYN] Seq=@ Win=65535 Len=@ M55=146@ WS=256 SACK_PERM
7 1.945387 192.168.1.92 141.101.968.187 TLSv1.2 307 Application Data
8 1.977592 192.168.1.254 192.168.1.92 TCP BB 53 = B28B5 [SYN, ACK] Seq=0 Ack=1 Win=64248 Len=@ MS5=1488 SACK_PER..
9 1.9777el1 192.168.1.92 192.168.1.254 TCP 54 62885 + 53 [ACK] Seg=1 Ack=1 Win=6528@ Len=8
18 1.978271 192.168.1.92 192.168.1.254 TCP 56 62885 = 53 [PSH, ACK] Seq=1 Ack=1 Win=6528@ Len=2 [TCP PDU reassemb..
i 11 1.978311 192.168.1.92 192.168.1.254 DNS 86 Standard query @x345@ A www.ac-nice.fr |
12 1.982642 192.168.1.254 192.168.1.92 TCP 54 53 + 62885 [ACK] Seg=1 Ack=3 Win=64256 Len=8
13 1.982642 192.168.1.254 192.168.1.92 TCP 54 53 + 62885 [ACK] Seq=1 Ack=35 Win=64256 Len=8
= 14 2.881433 192.168.1.254 192.168.1.92 DNS 199 Standard query response @x3458 A www.ac-nice.fr CNAME www.ac-nice.f..
15 2.882568 192.168.1.92 192.168.1.254 TCP 54 62885 = 53 [FIN, ACK] Seq=35 Ack=146 Win=6528@ Len=8
I 16 2.887712 192.168.1.254 192.168.1.92 TCP 54 53 + 62885 [FIN, ACK] Seq=146 Ack=36 Win=64256 Len=8
= 17 2.887752 192.168.1.92 192.168.1.254 TCP 54 62885 =+ 53 [ACK] Seq=36 Ack=147 Win=65288 Len=@
18 2.815776 141.161.96.167 192.168.1.92 TLSv1.2 454 Application Data
19 2.83501@ 192.168.1.92 141.161.986.187 TLSv1.2 218 Application Data
» Frame 11: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface ‘Device\NPF_{| @202 @@ 20 34 5@ @l @0 @2 61 00 02 20 80 00 @0 @3 77
» Ethernet II, Src: LiteonTechno f1:87:13 (24:b2:b9:f1:87:13), Dst: VantivaUSA ec:c4:3c (d@:5a: 77 77 @7 61 63 2d 6e 69 63 65 @2 66 72 @@ 80 A1
> Internet Protocol Version 4, Src: 192.168.1.92, Dst: 192.168.1.254 €0 oL
» Transmission Control Protocol, Src Port: 62885, Dst Port: 53, Seq: 3, Ack: 1, Len: 32
> [2 Reassembled TCP Segments (34 bytes): #1e(2), #11(32)]
~ Domain Name System {query) I
Length: 32
Transaction ID: Bx345@
» Flags: @x@1e@ Standard query
Questions: 1
Authority RRs: @
Additicnal RRs: 8
~ Queries
> www.ac-nice.fr: type A, class IN
Response In: 14

Capture 12

14
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---Quels sont les valeurs hexadécimales des octets correspondant au nom du
domaine internet ac-nice.fr ?

02 6163 - «ac»

04 6E 69 63 65 — « nice »
02 66 72 -> »fr »

00 - fin du nom

On sélectionne la trame comportant la réponse a la requéte DNS et on développe la
section Domain Name System (response) et plus particulierement la rubrique
answers. (Capture 13)

L |arpordnsortcp |Q ']+
No. Time Source Destination Protocol Lengtl Info
1 @.eoe008 192.168.1.92 192.168.1.143 TER 164 58363 = 8089 [PSH, ACK] Seg=1 Ack=1 Win=253 Len=11@
2 8.842596 192.168.1.143 192.168.1.92 TCP 164 8889 = 508363 [PSH, ACK] Seq=1 Ack=111 Win=639 Len=118
3 @.892418 192.168.1.92 192.168.1.143 TER 54 58363 » 8889 [ACK] Seq=111 Ack=111 Win=252 Len=0
I E 6 1.942304 192.168.1.92 192.168.1.254 TCP 66 628085 + 53 [SYN] Seq=8 Win=65535 Len=0 MS55=146@ W5=256 SACK_PERM
7 1.945387 192.168.1.92 141.181.90.167 TL5v1.2 387 Application Data
I 8 1.977592 192.168.1.254 192.168.1.92 TCP 66 53 = 62885 [SYN, ACK] Seq=0 Ack=1 Win=64248 Len=8 M55=1480 SACK_ PER..
9 1.977781 192.168.1.92 192.168.1.254 TER 54 62885 =+ 53 [ACK] Seq=1 Ack=1 Win=6528@ Len=8
18 1.978271 192.168.1.92 192.168.1.254 TeR 56 62885 + 53 [PSH, ACK] Seq=1 Ack=1 Win=6528@ Len=2 [TCP PDU reassemb..
= 11 1.978311 192.168.1.92 192.168.1.254 DNS 86 Standard query @x345@ A www.ac-nice.fr
12 1.982642 192.168.1.254 192.168.1.92 TeR 54 53 » 52885 [ACK] Seq=1 Ack=3 Win=64256 Len=8
13 1.982642 192.168.1.254 192.168.1.92 TCP 54 53 + 62885 [ACK] Seq=1 Ack=35 Win=64256 Len=8
+— 14 2.001438 192.168.1.254 192.168.1.92 DNS 199 Standard query response 8x345@ A www.ac-nice.fr CNAME www.ac-nice.f..
15 2.002568 192.168.1.92 192.168.1.254 TCP 54 62885 = 53 [FIN, ACK] Seq=35 Ack=146 Win=65280 Len=8
I\\ 16 2.087712 192.168.1.254 192.168.1.92 TCP 54 53 + 62885 [FIN, ACK] Seq=146 Ack=36 Win=64256 Len=@
17 2.887752 192.168.1.92 192.168.1.254 TCP 54 62885 = 53 [ACK] Seq=36 Ack=147 Win=65280 Len=0
18 2.815776 141.181.98.167 192.168.1.92 TL5v1.2 454 Application Data
19 2.835816 192.168.1.92 141.181.90.187 TLSv1.2 218 Application Data

Frame 11: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Device\NPF_;| @888 ©8 20 34 50 01 00 80 01 00 90 00 00 00 8@ B3 77
Ethernet II, Src: LiteonTechno f1:87:13 (24:b2:b9:f1:07:13), Dst: VantivaUSA ec:c4:3c (d@:5a:d 77 77 @7 61 63 2d 6e 69 63 65 @2 66 72 @@ 8@ @1
Internet Protocol Version 4, Src: 192.168.1.92, Dst: 192.168.1.254 ee el

Transmission Control Protocol, Src Port: 62885, Dst Port: 53, Seq: 3, Ack: 1, Len: 32
[2 Reassembled TCP Segments (34 bytes): #1@(2), #11(32)]

Domain Name System (query)

Length: 32

Transaction ID: @x345@

Flags: 8x818@ Standard query

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @

> Queries

Response In: 14

FEVEVEVEVEY

w
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--- Rechercher les valeurs hexadécimales et décimales de I’adresse IP du serveur

web hébergeant le site de I’académie de Nice.

32>nslookup www.ac-nice.fr

idflare.net

141 .18"
141 .18"
Aliases: www.ac-nice

C:\WWindows\Sy

Conversion hexadécimale de I’@ip : 141.101.90.104
141 - 8D

101 - 65

90 - 5A

104 - 68

3. Commande Tracert et capture de trames ICMP

(Partie faite avec un ordinateur du labo)

On exécute la commande Tracert dans I’invite de commande ce qui va nous
permettre de connaitre tout les routeurs entre la machine local et 1’adresse de
destination ( Capture 14 ).

16
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un ms

Capture 14

On démarre une capture de trames sur Wireshark et on saisis Tracert www.ac-nice.fr.

On limite 1I’affichage des trames a celles encapsulant le protocole ICMP ( Capture
15).

M “Ethernet — O X

Fichier Editer Vue Aller Capture Analyser Statistiques Telephonie Wireless Outils  Aide
4 = ® mRE ] &= E

PESIE Qa8 K

[ [icme |
No. Time Source Destination Protocol |Lengt! Info B
22 §.264496 172.17.2.9 141.1081.96.187 ICMP 186 Echo (ping) request id=8x8@@1, seq=57/14592f ttl=1 o response found
—
24 8.266332 172.17.2.9 141.161.98.167 ICHP 186 Eche (ping) request id=8xBe81, seq=53/148438f ttl=1 gho response found gy
—
26 B.268286 172.17.2.9 141.1081.96.187 ItMP 186 Echo (ping) request id=8xB@@1, seq=59/15104f ttl=1 o response found m—
—
35 9.281467 172.17.2.9 141.101.96.167 ICMP 186 Echo (ping) request id=8x@8@1, seq=68/15360f] ttl=2 $ho response found N
[E—
37 9.282936 1742.17.2.9 141.1081.98.187 IcMP 186 Echo (ping) request id=8xB@@1, seq=61/15616f tt1=2 o response found
—
39 9.284367 172.17.2.9 141.101.968.107 ICMP 186 Eche (ping) request id=8xB@81, seq=62/15872, ttl=2 (no response found gy
I—
51 18.296184 172.17.2.9 141.101.90.107 CMP 186 Echo (ping) request id=ex@e@1, seq=63/16128, ttl=3 (no response found
—
53 10.362319 172.17.2.9 141.101.96.107 cHP 186 Echo (ping) request id=@x@881, seq=64/16384, ttl=3 (no response found M
—
55 18.388272 172.17.2.9 141.101.96.167 cHP 186 Echo (ping) request 1d-@x@@@1, seq=65/16648, ttl=3 (no response found
—
61 11.311671 172.17.2.9 141.101.98.107 ICMP 186 Echo (ping) request id=8x8@81, seq=66/16896, ttl=4 (no response found gy
I—
63 11.317215 172.17.2.9 141.1@1.90.187 ICHP 186 Eche (ping) request id=ex@eel, seq=67/17152, ttl=4 (no response found mmm
| —
65 11.323063 172.17.2.9 141.101.90.107 P 186 Echo (ping) request id=8x@@@1, seq=68/17408, ttl=d (no response found W
—
69 12.341117 172.17.2.9 141.161.98.167 ICHP 186 Eche (ping) request id=8x@e@l, seq=69/17664, ttl=5 (no response found T
—
71 12.347168 172.17.2.9 141.101.96.187 ICMP 186 Echo (ping) request id=8x8@@l, seq=78/1792@, ttl=5 (no response found_
—
73 12.352585 172.17.2.9 141.161.98.167 ICHP 186 Eche (ping) request id=8x8@81, seq=71/18176, ttl=5 (no response found
7a 13 3RA7A7 172 17 2 a 141 141 94 187 Trmp 18R Frha fning) reanest $A=BvABAT  <2a=72/1R437 ++1=h fnn recnonce faond
L |
Frame 22: 186 bytes on wire (848 bits), 186 bytes captured (848 bits) on in @@ @d b4 2a ad 34 74 56 3c 2f 82 ce B3 @0 45 6@ oAtV </ E
Ethernet II, Src: GigaByteTech 2f:82:ce (74:56:3c:2f:82:ce), Dst: Stormshie 80 S5c 36 2f @0 @0 01 81 @0 00 ac 11 B2 89 &d 65 \6&/ e
Internet Protocol Version 4, Src: 172.17.2.9, Dst: 141.101.90.107 52 6b @8 00 f7 c5 @0 01 @0 39 00 @0 08 80 00 60 Ik g

80 @2 00 00 0P 02 0O GO 00 00 00 B0 0O G0 BB 0B
B8 @2 BG @2 BB @2 @GP G2 B8 @2 8P 0@ 8B 62 B8 8o
B0 B2 00 00 B2 00 00 GG 00 00 00 B0 0O G0 B 0B
B2 20 DO 20 DO 22 2D @2 B0 °0

Internet Control Message Protocol

Capture
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http://www.ac-nice.fr/

On sélectionne la premiere trame ICMP request et on développe 1’en-téte IP

( Capture 16).

M capture tracertpcapng = [m} X
Fichier Editer Vue Aller Capture Analyser Statistiques  Telephonie  Wireless  Qutils  Aide
Adm 2@ RE & &= s=l=Eaaand
| hcmp |53 ']+
MNao. Time Source Destination Protocol Lengtl Info —
22 B.264496 172_17.2.9 141.101.96.167 ICMP 186 Echo (ping) request id=8x@@81, seq=57/14592, ttl=1 (no response Found -
- - L
24 B.266332 T3 2 141.101.98.167 ICMP 186 Echo (ping) request id=@x@8@8l, seq=58/14848, ttl=1 (no response found gy
—
26 8.268286 173°17.2.9 141.101.96.187 P 186 Echo (ping) request id=8x@881, seq=59/15184, ttl=1 (no response found mm
I
35 9.281467 72317 2-E) 141.101.96.1687 ICMP 186 Echo (ping) request id=ex@@@l, seq=68/1536@, ttl=2 (no response found NN
I
37 9.282936 T 3T 2R 141.101.96.187 ICMP 186 Echo (ping) request 1id=@x@@81, seq=61/15616, ttl=2 (no response found
- - —
39 9.284387 172.17.2.9 141.101.98.167 IMP 186 Echo (ping) request id=@x8@81, seq=62/15872, ttl=2 (no response found gy
[
51 18.296184 11728 141.101.96.187 P 186 Echo (ping) request id=8x@88l, seq=63/16128, ttl=3 (no response found N
I
53 16.382319 T 3T 2R 141.101.96.187 ICMP 186 Echo (ping) request id=8x@@01, seq=64/16384, ttl=3 (no response found NN
—
55 168.388272 T3 2 141.101.98.167 ICMP 186 Echo (ping) request 1id=@x@@81, seq=65/16648, ttl=3 (no response found
L
61 11.311671 173°17.2.9 141.101.96.187 P 186 Echo (ping) request id=8x@801, seq=66/16896, ttl=4 (noc response found gy
[
63 11.317215 72317 2-E) 141.101.96.1687 ICMP 186 Echo (ping) request 1id=8x@8@81, seq=67/17152, ttl=4 (no response found m
—
65 11.323063 T3 2 141.101.98.167 ICMP 186 Echo (ping) request id=8x@@01, seq=68/17488, ttl=4 (no response found =
—
69 12.341117 172.17.2.9 141.101.98.167 IMP 186 Echo (ping) request id-8x@@@1, seq=69/17664, ttl=5 (no response Found m—
. . L
71 12.347168 11728 141.101.96.187 P 186 Echo (ping) request id=6x@881, seq=78/17928, ttl=5 (no response found gy
—
73 12.352585 T 3T 2R 141.101.96.187 ICMP 186 Echo (ping) request id=@x@881, seq=71/18176, ttl=5 (no response found
70 13 2/RA7OD 172 17 2 a 141 181 0@ 187 TrMp 186 Frha fningt reniest  id=0vBAG1 =,n=77/18437 ++1=F (nn recnnnse Frond
> Frame 22: 186 bytes on wire (848 bits), 186 bytes captured (848 bits) on ir| 2882 88 @d b4 2a a3 34 74 56 3c 2f B2 ce @8 00 Lk * A4tV </
> Ethernet II, Src: GigaByteTech 2f:82:ce (74:56:3c:2f:82:ce), Dst: Stormshig | 2010 - : 5!
~ [Internet Protocol Version 4, Src: 172.17.2.9, Dst: 141.101.90.187 2020 ECHY @8 08 f7 c5 0@ @1 @0 30 60 60 00 @0 00 e ] 9
o168 ~ Version: 4 @e ob 0D 00 B0 0D BO G0 0D 00 0O GO PO GO B0 OB
o _ 4 ’ he b @ oo 02 00 B2 0D BE B2 0D 0G B2 BE B2 R BB OB
--+ 8161 = Header Length: 20 bytes (5) B2 @0 @0 00 02 00 @@ 0R 00 0B G0 @@ 00 0P 90 00
» Differentiated Services Field: @x@@ (DSCP: €S8, ECN: Not-ECT) G2 02 BB 0R 02 0P DD B BB 8O

Total Length: 92
Identification: @x362f (13871)
> @ed. .... = Flags: @x@

D _GBPEE_PERR _@BOR = Fragment Offzet: @

Protocol:
Header Checksum: @x0@8@ [validation disabled]
[Header checksum status: Unverified]

ICMP (1)

172.17.2.9
141.101.96.187

Source Address:
Destination Address:
[Stream index: 4]

» Internet Control Message Protocol

Capture 16

--- Adresse IP Destination (valeur décimale) : 141.101.90.187

(valeur hexa.) :8D 65 5A BB

TP5-Nesrine El Ahmadi
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On sélectionne le champ TTL .( Capture 17 )

> Frame 22: 186 bytes on wire (848 bits), 186 bytes captured (848 bits) on ir @2 @d b4 2a a8 34 74 56 3c 2f B2 ce @3 @@ 45 @@ a4ty </ E
> Ethernet II, Src: GigaByteTech 2f:82:ce (74:56:3c:2f:82:ce), Dst: Stormshig @ole ee C 36 2f 6@ @0 @1 @1 ©@ @8 ac 11 82 @9 m TR E
~ Internet Protocol Version 4, Src: 172.17.2.9, Dst: 141.181.98.187 Lha @8 B2 f7 c5 BB @1 0 39 00 66 B0 60 00 BE [ 9

100 — Version: 4 @0 0B 00 B0 BB BB BB BB BB @O OO DD B BB BB BO

@@ @2 @2 0D BG B0 B2 G2 08 B0 0D 0D 00 0B G0 BB
@e @@ @0 0D 0O B0 B2 B2 0O 00 0B 0D 0O 0D OB BB
@0 @0 00 G0 GO 6O BB G2 B0 B

. 8181 = Header Length: 2@ bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 92
Identification: @x362f (13871)

7 @@e. .... = Flags: exe

...0 @222 2288 @888 = Fragment Offset: @
Time to Live: 1

Protocol: ICMP (1)

Header Checksum: @xe@ees [validation disabled]
[Header checksum status: Unverified]

Source Address: 172.17.2.9

[Destination Address: 141.161.90.107

[Stream index: 4]

> Internet Control Message Protocol

w

v

Capture 17

---Quelle est la valeur portée par ce champ ( val.déci.) : 1 (val.hexa) :0x01

On développe la section correspondant au message ICMP ( Capture 18 )

» Frame 35: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on int 227tV </
» Ethernet II, Src: GigaByteTech_2f:82:ce (74:56:3c:2f:82:ce), Dst: Synology.
> Internet Protocol Version 4, Src: 172.17.2.9, Dst: 172.17.254.5 e
~ |Internet Control Message Protocol ggig
Type: B (Echo (ping) request)
Code: @

Checksum: @x4d52 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@xe8al)
Identifier (LE): 256 (@x@188)
Sequence Number (BE): 9 (@x8e83)
Sequence Number (LE): 2384 (@x@988)
Response frame: 36

> Data (32 bytes)

Capture 18

---Quelle est la valeur portée par le champ Type ?

Valeur décimal : 8 Valeur hexadécimal : 0x08

19
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On sélectionne la trame comportant un message d’erreur ICMP Time-to-live
exceeded. On développe la section correspondant au message ICMP ( Capture 19 ).

» Frame 23: 134 bytes on wire (1872 bits), 134 bytes captured (1872 bits) on 74 56 3c 2f 82 ce @0 @d b4 2a ad 34 @3 00 45 c@
» Ethernet II, Src: Stormshield_2a:a8:34 (@@:8d:b4:2a3:a8:34), Dst: GigaByteTe ©8 78 fb bb 0@ @9 48 @1 ad ba @a 49 17 f2 ac 11
> Internet Protocol Version 4, Src: 18.73.23.242, Dst: 172.17.2.9 020 02 09 [§ 6@ 62 71 0 00 00 6@ 45 86 00 Sc 36 2f
- @2 08 01 81 80 16 ac 11 ©2 @9 8d 65 5a 6b 83 @@

Internet Control Message Protocol
|Type: 11 (Time-to-live exceeded) |

7 c5 80 81 @@ 39 B0 @@ 00 B2 00 BB B0 00 00 0O
@e o@ B0 80 02 BB 00 B2 0O B2 02 GO 0O 0B BB BB

Code: @ (Time to live exceeded in transit) G0 B2 PP B 00 BE DO B3 0P 00 00 DD DO BB 08 08
Checksum: 8x6271 [correct] B0 00 0O 0O 00 B0 OO 0O ©O OO OO OO 00 OO OO 0B - -------
[Checksum Status: Good] 6o 0@ G2 BR RR BGE  eeeees

Unused: @200e800
v Internet Protocol Version 4, Src: 172.17.2.9, Dst: 141.101.90.187
B1es .... = Version: 4
818l = Header Length: 2@ bytes (5)
» Differentiated Services Field: @xee (DSCP: (5@, ECN: Not-ECT)
Total Length: 92
Identification: @x362f (13871)
»oeea. .... Flags: @x@
= Fragment Offset: @

Protocol: ICMP (1)
Header Checksum: @x8816 [validation disabled]
[Header checksum status: Unverified]
Source Address: 172.17.2.9
Destination Address: 141.181.9@.1@7
[Stream index: 4]

> Internet Control Message Protocol

Capture 19

| ||cmp ‘pj ']+

No. Source Destination Protocol Lengtl Info —

172.17.2.9 141.101.98.187 IMP 186 Echo (ping) request id=BxB8@1, seq=57/14592, ttl=l (no response Found -

P 134 Time-to-live exceeded (Time to live exceeded in transit) —

24 8.266332 ICMP 186 Echo (ping) request 1d=Bx8881, seq=58/14848, ttl=1l (no response found gy

8 134 Time-to-live exceeded (Time to live exceeded in transit) —

26 B.268206 186 Echo (ping) request id=8x@@@l, seq=59/15184, ttl=l (no response found ms

134 Time-to-live exceeded (Time to live exceeded in transit) [

35 9.281467 Echo (ping) request id=Bx@@@1, seq=68/1536@, ttl=2 (no response found NN

71 @ Time-to-1 exceeded (Time to live exceeded in transit) —

37 9.282936 Echo (ping) request id=8x@e@@1, seq=61/15616, ttl=2 (no response ‘Fnund=

@ Time-to-live exceeded (Time to live exceeded in transit) o

Echo (ping) request id=Bx@881, seq=62/15872, ttl=2 (no response found gy

Time-to-live exceeded (Time to live exceeded in transit) —

Echo (ping) request id=8x@@@1, seq=63/16128, ttl=3 (no response found =

Time-to-1 exceeded (Time to d in transit) I

53 10.382319 Echo (ping) request did=8xeeel, 4, ttl=3 (no response found NN

1@ 6 182 Time-to-live exceeded (Time to live exceeded in transit) —

186 Echo (ping) request 1id=@x@881 5/16648, ttl=3 (no response ‘Found=

6 1@ ) 182 > liv eded in transit) —

11.311671 186 Echo (ping) request id=8xeeel 6/16896, ttl=4 (no response found gy

11. 68 134 Time-to-liv xceeded (Time to xceeded in transit) —

11.317215 186 Echo (ping) request id=8xeeel, 7/17152, ttl=4 (no response found M

64 11. 134 Time-to-1 < ed ( live exceeded in transit) —

65 11.3230863 186 Echo (ping) request 1d-8x@@81, seq=68/17488, ttl=4 (noc response found =

11. 134 Time-to-1 exceeded (Time to live exceeded in transit) [—

69 12.341117 186 Echo (ping) request 1d-8x@8@1, seq=69/17664, ttl=5 (no response ‘Found=

78 B 7@ Time-to-live exceeded (Time to liv eeded in transit) —

186 Eche (ping) request 1d=8x88@1, seq=7@/17928, ttl=5 (no response found gy

7@ Time-to-live exceeded (Time to live exceeded in transit) —

186 Echo (ping) request id=8x@@01, seq=71/18176, ttl=5 (no response found
7590 17.2.9 70 Time-to-1 exceeded (Time to live exceeded in transit)
70 12 2/a709 161 oA 1687 TrMD 106 Frhn (ningl rannact  id=GBvBAA1 =on=72/18437 ++1=f (nn racnnnca faund
> Frame 23: 134 bytes on wire (1872 bits), 134 bytes captured (1872 bits) on 74 56 3c 2f 82 ce 8@ @d b4 23 aB 34 03 @@ 45 @
> Ethernet II, Src: Stormshield 2a:a8:34 (@8:8d:b4:2a:a8:34), Dst: GigaByteTe | 8018 8@ 78 Tb bb @@ B8 48 @1 ad b4 @a 49 17 2
> Internet Protocol Version 4, Src: 18.73.23.242, Dst: 172.17.2.9 ooze [N ob 60 62 71 @0 60 B 60 45 60 PG Sc 36 2f
> Internst Control Message Protocol 8@ 82 @1 81 80 16 ac 11 ©2 @9 8d 65 5a 6b B3 @8
g

f7 ¢5 @6 @1 @@ 39 @@ @2 00 @0 00 @0 00 8@ 02 @0
6@ 0@ B2 00 02 BB B2 02 ©R GD B0 GD BB BB DB 8B
8@ @2 G2 A6 @0 B0 B0 B2 0@ G0 PG GO B0 0B BB @8
6@ oo B0 06 90 PO 0D B2 D2 0D 0O G0 8O BB DO B0
8@ oo 20 8@ o2 BE

Capture 19
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---Quelle est la valeur portée par le champ Type ?

Valeur décimal : 11 Valeur Hexadécimal : 0x0B

TP5-Nesrine El Ahmadi
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